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De‡nitions

MUA

Mail useragent.Allowsanenduserto readincoming
mail, respond to this mail and compose new
messages.

MTA

Mail transport agent. Responsiblefor transporting
electronicmail from onelocationto another.

MDA

Mail delivery agent.Responsiblefor delivering an
electronicmail messageto its‡naldestination.Maybe
partof thesamesoftwaresuiteastheMTA.
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Messagecomponents

ENVELOPE

Name and addressof both the messageoriginator
andmessagerecipient(s).Usedduringthetransaction
betweenMTAs.

HEADERS

Nameandaddressof boththemessageoriginatorand
messagerecipient(s)plusextradetailssuchasthedate,
subjectanddeliverydetails.

BODY

Messagedata.
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Simpli‡ed mail transaction

MUA MTA

mbox MDA

MUAMTA

mboxMDA

POP
IMAP

POP
IMAP

SMTP

read/writeread/write

TheusercomposesamessageusinganMUA.

TheMUA givesit to theMTA to arrangedelivery.

If the messageis local, the MTA gives it to the local MDA which
delivers it to the local mailbox whereit is available for readingby
theMUA.

If themessageis for a remoterecipient,theMTA givesit to a remote
MTA which in turngivesit to thatsystem’sMDA whichdeliversit to
theremotemailbox.

Page5 © 1998,1999,2000,2003PeterSamuel



Presentedto OCLUG2 September2003,25September2003 qmail‰fast,secure,reliable.Pickany three!

qmail history1

DanBernsteinbegandevelopingqmail in 1995in anattemptto avoid
thesecurityproblemsandotherde‡ciencieshesaw in sendmail.

The‡rstbetaversionwas0.70releasedin January1996.

The‡rstproductionversion‰1.00‰wasreleasedin February1997.

Version1.03wasreleasedin June1998.

It shouldcompileandrunonalmostany well behavedUnix system.

It is penetratingthe sendmailmarket. Actual details are hard to
determinebut judgingby themailinglist traf‡c,many peopleareeither
usingqmailor wantto know more.

1Thissectionhasbeensummarisedfrom theqmaildistribution‡les
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Disadvantages of using qmail

qmail is aninternetmailer. It will only talk SMTP to otherMTAs. (It
canbecon‡guredtouseamoreef‡cientprotocolwhentalkingtoother
qmailsystems).

It will ONLY handleaddresseswhicharein theform of user@domain.
UUCP style addressessuch as domain!user are de‡nitely NOT
supported.However transportthroughUUCPis easyto setupfor both
incomingandoutgoingmessages.

It makesevery effort to conformto theexisting standardsandRFCs.
Non conformingsystemsmayhave dif‡culty in communicatingwith
qmail‰smtpd.Somepatchesare available to alleviate this problem.
Seehttp://www.qmail.org/.

Headerre-writing is minimal. However insertingyour own rewrite
programis easy.
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Disadvantagesof usingqmail

Theauthoris resistanttochangeunlessit canbeshown thatthechange
is absolutelynecessary. He is known as being quite arrogant and
dogmatic.Unfortunately(or fortunatelydependingon your point of
view) he'susuallyright.

qmail requiresa completelydifferentmind setthansendmail.It does
takesometimeto begin to think in a qmail fashion‰especiallyif you
areusedto thinkingin asendmailfashion.

Distributing modi‡edversionsof qmail ‰including ports‰require
the author's explicit permission.Dan wants to make certain that
distributions do not unintentionally compromise performance,
operationandsecurity.

Pre-compiledbinary versionsof qmail may be distributed provided
the packageconformsto the guidelinessetdown by the author. See
http://cr .yp.to/qmail/dist.html for moredetails.
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qmail security

Segmentedarchitecture.Each stageof the messageprocessingis
handledby a differentprogram.Eachprogramrunsundera different
userID. Theqmailusersdon't eventrusteachother!

The only setuid program is qmail‰queueand it runs as the user
qmailq.

The only program run by root is the mail delivery agent
qmail‰lspawn.

qmail‰lspawn ALWAYS changesits effective userid to the recipient
BEFORE runningany userspeci‡edprogram.

qmailNEVER deliversto auserwhoseUID is zero!

qmail will deferdelivery if eithertheuser's homedirectoryor .qmail
‡le is groupand/orworld writable.
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qmail security

Parsingiscutdown toabareminimum.Thisavoids(or attheveryleast
minimises)therisk of introducingasecurityholewith acon‡guration
error.

ThestandardC library is avoided‰particularlystdio.

"Keep It Simple".qmail hasonly onesimple forwardingmechanism
thathandlesforwarding,aliasingandmailinglists,insteadof aseparate
mechanismfor each.By default,qmail offersa singledelivery mode
insteadof aselection.
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Maildir format

Maildirs areessentiallyincorruptiblestorageareasfor mail messages.
They avoid thepotentialcorruptionproblemsof mboxandmhformats
by removing theneedfor any ‡le locking.

Maildir format storeseach messagein a separate‡le in a given
directory:

./tmp/ ‰thedeliveryagentcreatesa‡lecalled./tmp/time.pid.hostname
wheretime is the numberof secondssincemidnight January1 1970
GMT. The incoming mail messageis storedin this ‡le. If the ‡le
alreadyexists,thedeliveryagentwaits2 secondsandtriesagain.

./new/ ‰ successfully delivered messages are moved to

./new/time.pid.hostname. The modi‡cation time of the ‡le is the
deliverydate.

./cur/ ‰ messagesread by a mail reader are moved to

./cur/time.pid.hostname.
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Aliasing and .qmail files

Userscontrolall addressesof theform user‰anything.

Addresseswhichdonot mapto usernamesarehandledby thespecial
aliasuser.

Arbitrary addressescan be assignedto specific users using the
qmail‰usersmechanism.

Delivery instructionsarehandledby .qmail‰ext files whereext is an
arbitraryextension.

If my usernameispeters,I cancreatea~/.qmail‰jokes file sothatmail
sentto peters‰jokeswill behandledby thatfile.

Wildcardextensionsarehandledby the .qmail‰default file. If this file
doesnotexist, themessagewill bounce.
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Aliasing and .qmail ‡les

.qmail ‡les may containany numberof delivery instructions.Each
line is aseparatedeliveryinstruction.An instructioncanbeany oneof
thefollowing:

‹ savethecurrentmessagetoalocalmailstore.The‡lenamebegins
with eitheraslash'/' or adot '.' character. If thelastcharacteris a
slash,thenthemail storeis aMaildir.

‹ forward the current messageto anotheraddress.Prependthe
addresswith anampersand'&' if theaddressdoesnotbegin with
anumberor a letter.

‹ run a Unix command.The commandbegins with a pipe '|'
character.

‹ comment‰a line beginningwith ahash'#' character

‹ a blank line. Note that the ‡rst line of the .qmail ‡le must not
beblank.
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Example .qmail file1

1 This page is intentionally left blank to illustrate the fact that a .qmail ‡le is not
mandatory.
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Example .qmail‰ext ‡le

A zerobyte .qmail ‡le instructsqmail‰localto deliver themessageto
theuser'sdefaultmailbox.

‰rw‰rŠrŠ 1 peters 0 Oct 29 18:26 .qmail‰ext
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Example .qmail ‡le

# This file is not empty but does nothing.

# Therefore the message will be successfully

# delivered to nowhere. This is the equivalent

# of delivering the message to /dev/null.
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Example .qmail‰jokes ‡le

# Save msgs from the jokes list in a separate mbox.

# Incoming mail will be addressed to peters‰jokes.

/home/peters/mail/JOKES
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Example .qmail ‡le

# My vacation .qmail file

# Completely ignore the message if the sender is

# ddts@example.com. 99 says that the message was delivered

# successfully but do not attempt further delivery

# instructions in the .qmail file. 0 says delivery

# was a success and continue processing the file.

| [ "$SENDER" = "ddts@example.com" ] && exit 99 || exit 0

# Run other msgs thru vacation. Use qmail-vacation to

# avoid problems with preline & other vacation progs.

| /usr/local/bin/vacation -j peters

# Send a copy to my ISP account. The & is only

# necessary if the address does not begin with

# an alphanumeric character such as | or /.

&peters@isp.example.com.au

# Save a local copy - most important, otherwise

# there will be no local delivery. Also save a copy

# to a maildir so that I can quickly scan individual

# messages when I return. The trailing slash

# indicates a maildir instead of an mbox.

/home/peters/Mailbox

/home/peters/Maildir/
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qmail commandexit codes

Exit codesfrom commandsrun from .qmail ‡les are interpreted
asfollows:

  0 successfuldelivery

 99 successful delivery, but ignore all further delivery
instructions

100 permanentdeliveryfailure‰harderror

111 temporarydelivery failure,shouldbe tried again in a little
while ‰softerror
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qmail commandenvir onmentvariables

Commandsrun from .qmail ‡les are supplied with a number of
environmentvariables:1

$SENDER envelopesenderaddress

$RECIPIENT enveloperecipientaddress

$NEWSENDER forwardingenvelopesenderaddress,asdescribed
in dot‰qmail(5)

$USER nameof thelocaluser

$HOME homedirectoryof thelocaluser

$LOCAL localpartof therecipientaddress

$HOST domainpartof therecipientaddress

$HOST2 portionof HOSTprecedingthelastdot

$HOST3 portion of HOST precedingthe second‰to‰last
dot

$HOST4 portionof HOSTprecedingthethird‰to‰lastdot

1WARNING: Theseenvironmentvariablesarenot quoted.They may containspecial
characters.They areunderthecontrolof apossiblymaliciousremoteuser.
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qmail commandenvir onmentvariables

$EXT addressextension

$EXT2 portionof EXT following the‡rstdash

$EXT3 portionof EXT following theseconddash

$EXT4 portionof EXT following thethird dash

$DEFAULT portion correspondingto the default part of the
.qmail‰‚ ‡lename.$DEFAULT isnotsetif the‡le
namedoesnotendwith default

$DTLINE completeDelivered-To header, includingnewline

$RPLINE completeReturn-Path header, includingnewline

$UFLINE completeUUCP styleFrom_ line thatqmail‰local
addsto mbox‰format‡les
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Addr essassignment

qmail'saliasmechanismdoesnot applyif theuserexists.Usernames
canbeoverriddenusingtheqmail‰usersmechanism.

The‡le /var/qmail/users/assign containsdetailsonwhoshouldreceive
mail for eachgivenusername:

=local:user:uid:gid:homedir:dash:ext:

+loc:user:uid:gid:homedir:dash:pre:

Considerthefollowing example:

=ftp:alias:29990:29998:/var/qmail/alias:-:ftp:

+ftp-:alias:29990:29998:/var/qmail/alias:-ftp-::

=rufus.t.firefly:groucho:1017:27:/home/groucho:::

‹ Local mail for the ftp user will be handledby the alias user
accordingto theinstructionsin ~alias/.qmail‰ftp.

‹ Localmail for theftp‰anythinguserwill behandledby thealias
useraccordingto theinstructionsin ~alias/.qmail‰ftp‰anything.

‹ Local mail for the Rufus.T.Fireˆy1 userwill be handledby user
grouchoaccordingto theinstructionsin ~groucho/.qmail.

1qmail forcesall localusernamesto lowercasebeforedelivery.
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Addr essassignment

qmail‰pw2ucanbeusedto build anassign file basedon a V7 format
passwordfile.

/var/qmail/bin/qmail-pw2u < /etc/passwd \

    > /var/qmail/users/assign

/var/qmail/users/assign mustnot containNULL characters,comments
or blanklines.It mustalsoendwith asingledotona line by itself

...

=ftp:alias:29990:29998:/var/qmail/alias:-:ftp:

+ftp-:alias:29990:29998:/var/qmail/alias:-ftp-::

=rufus.t.firefly:groucho:1017:27:/home/groucho:::

.

qmail‰newu must berun to create/var/qmail/users/cdb which is used
by qmail‰lspawn.
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Virtual domains

/var/qmail/control/virtualdomains

cardassia.empire:garok

ferengi.alliance:quark

klingon.empire:worf

starfleet.fed:kirk

Mail for user@klingon.empire will be rewritten as
worf‰user@klingon.empire and delivered locally to the user
worf according to the instructions in ~worf/.qmail‰user or
~worf/.qmail‰default.

© 1998,1999,2000,2003PeterSamuel Page24



qmail‰aninternetmail transportagent Presentedto OCLUG2 September2003,25September2003

Virtual domains

Virtual domainscanalsobespeci‡edfor useraddressesaswell.

postmaster@clown.org:alias-clown_org

postmaster@pond.net:alias-swamp

webmaster@clown.org:alias-clown_org

clown.org:bozo

pond.net:frogman

This exampleshows that mail speci‡callyaddressto the postmaster
or webmasterof the virtual domainswill be handledby the alias
user, whereasmail for any otherusersin thesevirtual domainswill be
handledby theusersbozo andfrogman respectively.
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Mandatory qmail control ‡le

qmail requiresasinglecontrol‡le for its operation:

/var/qmail/control/me

This ‡le containsthe fully quali‡edhost nameof the currenthost.
If this ‡le is missing, the major qmail programs,qmail‰smtpd,
qmail‰sendandqmail‰remote, will refuseto run.
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Optional qmail control files1

control file default value usedby

badmailfrom (none) qmail‰smtpd

bouncefrom MAILER-DAEMON qmail‰send

bouncehost me qmail‰send

concurrencylocal 10 qmail‰send

concurrencyremote 20 qmail‰send

defaultdomain me qmail‰inject

defaulthost me qmail‰inject

databytes 0 qmail‰smtpd

doublebouncehost me qmail‰send

doublebounceto postmaster qmail‰send

envnoathost me qmail‰send

helohost me qmail‰remote

idhost me qmail‰inject

localiphost me qmail‰smtpd

locals me qmail‰send

morercpthosts (none) qmail‰smtpd

percenthack (none) qmail‰send

plusdomain me qmail‰inject

qmqpservers (none) qmail‰qmqpc

queuelifetime 604800 qmail‰send

rcpthosts (none) qmail‰smtpd

smtpgreeting me qmail‰smtpd

smtproutes (none) qmail‰remote

timeoutconnect 60 qmail‰remote

timeoutremote 1200 qmail‰remote

timeoutsmtpd 1200 qmail‰smtpd

virtualdomains (none) qmail‰send

1Takenfrom theqmail‰controlmanualpage
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Examplemail network

Sales Department Development Department

null client

null client null client

mailhost

null client

null client null client

mailhost

gateway

the outside world
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Con‡guring a null client

A null client is amachinewhichdoesNO localmail delivery.

ALL outgoingmail is sentto asinglemailhost.

/var/qmail/control/locals ‰anempty‡le

/var/qmail/control/virtualdomains ‰doesnotexist

/var/qmail/control/smtproutes

:mailhost.devel.example.com

If youcan't resolvehostnamesyoucanusetheIP addressinstead.

/var/qmail/control/smtproutes

:[123.45.67.89]
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Con‡guring a null client

If you areusingqmail‰1.03or later you caneliminateall local mail
queueingby usingQMQP (Quick Mail QueueingProtocol)instead
of SMTP.

On the client

/var/qmail/bin/qmail‰queue‰>/var/qmail/bin/qmail‰qmqpc

/var/qmail/control/locals ‰anempty‡le

/var/qmail/control/virtualdomains ‰doesnotexist

/var/qmail/control/qmqpservers    123.45.67.89

On the server

/etc/init.d/qmqpd ‰or anappropriatestartup‡le

tcpserver -u 29991 -g 29998 -c 100 -v -R \

    -x /var/qmail/etc/qmqpd/rules.cdb    \

    0 qmqp /var/qmail/bin/qmail-qmqpd

/etc/services

qmqp   628/tcp         mail
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Con‡guring a mailhost

A mailhostis a machinethat will performall the local deliveriesfor
asite.

It acceptsmail from null clientsandfrom externalsources.

It sendsALL outgoingmail to asinglemail gateway.

/var/qmail/control/rcpthosts and/var/qmail/control/locals

mailhost.devel.example.com

devel.example.com

/var/qmail/control/smtproutes

:gateway.example.com

/service/qmail/run ‰or anappropriatestartup‡le

exec tcpserver -u 29991 -g 29998 -c 100 -v -R \

    -x /var/qmail/etc/smtpd/rules.cdb           \

    0 smtp /var/qmail/bin/qmail-smtpd 2>&1

Page31 © 1998,1999,2000,2003PeterSamuel



Presentedto OCLUG2 September2003,25September2003 qmail‰fast,secure,reliable.Pickany three!

Con‡guring a gateway

A gateway is a machinethat sendsincoming mail to the relevant
internalmailhost.

It acceptsmail from mail hostsandfrom externalsources.

It sendsALL outgoingmail to therelevantMX host.

Onlyacceptmail for thecorporatedomain‰don't acceptdepartmental
domains.Mail for usersin eachdepartmentisredirectedbyappropriate
.qmail ‡les.

/var/qmail/control/rcpthosts and/var/qmail/control/locals

gateway.example.com

example.com

/var/qmail/control/smtproutes

devel.example.com:mailhost.devel.example.com

sales.example.com:mailhost.sales.example.com
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Con‡guring a gateway

/service/qmail/run ‰or anappropriatestartup‡le

exec tcpserver -u 29991 -g 29998 -c 100 -v -R \

    -x /var/qmail/etc/smtpd/rules.cdb           \

    0 smtp /var/qmail/bin/qmail-smtpd 2>&1
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Host masquerading

"How do I set up host masquerading?"

/var/qmail/control/defaultdomain

devel.example.com

Unquali‡ed From: addresseswill now have devel.example.com

appended.

Userscan also modify their From: headersby using environment
variables.

export QMAILHOST=admin.example.com

export QMAILNAME="Peter Samuel"

export QMAILUSER=Peter.Samuel

export QMAILINJECT=f

Thisbecomes:

From: Peter Samuel <Peter.Samuel@admin.example.com>
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Handling SPAM 1

SPAM is anothernamefor UnsolicitedCommercialEmail or UCE.
qmail hasa numberof coarsemechanismsfor limiting theamountof
SPAM received.

Thedefault con‡gurationdoesnot supportthe"percent hack" address
convention.An addressof theform

user%domain1@domain2

will NOT beforwardedtodomain1.The"percent hack" canbeenabled
for givendomainsusingacontrol‡le.

qmail can be con‡guredto prevent mail relaying by specifying
valid incoming domains in /var/qmail/control/rcpthosts. This can
be overridden by conditionally setting the $RELAYCLIENT
environment variable for each invocation of qmail‰smtpd using
tcpserver or tcpd.

Mail from individual usersor completedomainscan be bannedby
specifyingtheaddressor domainin /var/qmail/control/badmailfrom.

1SPAM is asocialproblem.Thereis nocompletelytechnicalsolutionto preventSPAM.
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Handling SPAM

Speci‡cIPaddressconnectioncontrolcanbeachievedusingtcpserver,
partof Dan'sucspi‰tcppackage(http://cr .yp.to/ucspi‰tcp.html).

As part of the ucspi‰tcppackage,Dan hasreleasedrblsmtpd which
blocksspamaccordingto informationprovided by a numberof real
timeblacklist sites.Seehttp://cr .yp.to/ucspi‰tcp/rblsmtpd.htmlfor
detailson rblsmtpd.

Therearea numberof anti-spampatchesfor qmail–smtpd available
from http://www.qmail.org/

If SPAM control is a serious issue, you may be better off
using a different SMTP daemon such as mailfront from
Bruce Guenter http://untr oubled.org/mailfr ont/ or qpsmtpd
http://develooper.com/code/qpsmtpd/.
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Virus scanning

Virus scanningcan be performedby either wrappingqmail‰queue,
or by using an MDA which supportsthird party extensionssuch
asprocmail.

JasonHaar's qmail‰scannerpackagewraps qmail‰queueand then
callsa third partyvirusscanner1 suchasMcAfee'sor AVP'sproducts.
Suspectmessagesarequarantinedandthequarantineof‡cerisnoti‡ed.
Seehttp://qmail‰scanner.sourceforge.net/.

The current version of AMaViS has support for qmail. See
http://www.amavis.org/.

Kaspersky Labs‰http://www.avp.ru/ ‰hasprovided qmail support
for AVP'svirusscanner‰http://www.avp.com/.

1 Ensurethat the vendor has a version that will run on your particular hardware
platform.
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The big qmail pictur e

© 1998AndreOppermann.Reproducedwith permission.
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The big qmail pictur e

© 1998AndreOppermann.Reproducedwith permission.

Theauthor'sversionof thisdiagramis missingtheqmail‰popupbox.It hasbeen‡xedin thisversion.
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The big qmail pictur e

© 1998AndreOppermann.Reproducedwith permission.
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The big qmail pictur e

© 1998AndreOppermann.Reproducedwith permission.
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How qmail works

qmail-rspawn qmail-lspawn

qmail-remote qmail-local

qmail-send

qmail-queue

qmail-clean

qmail-smtpd

qmail-inject

qmail-qmqpd
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How qmail works1

Incomingmail arrivesvia eitheranSMTP connectionto qmail‰smtpd,
or a QMQP connectionto qmail‰qmqpd,or via indirect queue
injectionfrom qmail‰inject.

qmail‰queueis calledto placethemessagein thequeue.

qmail‰queuesplits the messageinto three ‡les, the messageitself
andtwo copiesof the envelopedetails.It thensignalsqmail‰sendto
begin delivery.

If themessageis for a local recipient,qmail‰sendtells qmail‰lspawn
to deliver the message.qmail‰lspawn calls qmail‰localto deliver the
message.qmail‰localhandlesaliasexpansionand,if necessary, calls
qmail‰queueto placea new messagein thequeue.qmail‰local‡nally
deliversthemessageto theuser'shomedirectory.

If themessageis for aremoterecipient,qmail‰sendtellsqmail‰rspawn
to deliver themessage.qmail‰rspawn callsqmail‰remoteto deliver the
messageto a remoteMTA.

1For a detailedexplanationof qmail internals,seethe INTERNALS ‡le distributedwith the
qmailsourcecode.
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QueueStructur e

/var/qmail/queue

mess pid remote todobounce info intd local lock

22 22 22 0 2200 0.. .. .. ..
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Messageprocessing

qmail–queue processesincomingmessagesasfollows:

/var/qmail/queue/pid/tempfile
Temporary‡le with uniquenamebasedon processid and
systemtime.

/var/qmail/queue/mess/0..22/nnnnn
Hard link to /var/qmail/queue/pid/tempfile. Filename is
the sameasits inode.Containsmessageheadersandbody.
/var/qmail/queue/pid/tempfile is removed.

/var/qmail/queue/intd/nnnnn
Messageenvelopein creation.

/var/qmail/queue/todo/nnnnn
Hard link to /var/qmail/queue/intd/nnnnn. Contains
completedmessageenvelope. /var/qmail/queue/intd/nnnnn
is removed.

/var/qmail/queue/lock/trigger
Namedpipefor communicationwith qmail–send.

Themessagehasnow enteredthequeue.
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Messageprocessing

qmail‰sendprocessesqueuedmessagesasfollows:

/var/qmail/queue/info/0..22/nnnnn
Envelope From: address. Created from
/var/qmail/queue/todo/nnnnn.

/var/qmail/queue/local/0..22/nnnnn
Envelope To: addressif recipient is local. Createdfrom
/var/qmail/queue/todo/nnnnn. This‡le will not exist if there
arenolocal recipients.

/var/qmail/queue/remote/0..22/nnnnn
EnvelopeTo: addressif recipient is remote.Createdfrom
/var/qmail/queue/todo/nnnnn. This‡le will not exist if there
arenoremoterecipients.

After creatingthe info ‡le andtheoptional local andremote ‡les,the
messageis consideredto have beenpre-processedand is now ready
for delivery.
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Messageprocessing

qmail–send deliverspre-processedmessagesasfollows:

‹ Each addresslisted in the /var/qmail/queue/local/0..22/nnnnn
‡le causesqmail–send to notify qmail–lspawn to delivery the
messagelocally. Eachsuccessfuldelivery causesthe addressin
the/var/qmail/queue/local/0..22/nnnnn ‡le to bemarkedasdone.

‹ Eachaddresslisted in the /var/qmail/queue/remote/0..22/nnnnn
‡le causesqmail–send to notify qmail–rspawn to delivery the
messageremotely. Eachsuccessfuldelivery causesthe address
in the /var/qmail/queue/remote/0..22/nnnnn ‡le to be marked
asdone.

‹ If a delivery (local or remote) has a permanent failure,
/var/qmail/queue/bounce/nnnnn is created and/or appended
to. When all deliveries are ‡nished a bounce message
is created by combining the details from this ‡le with
/var/qmail/queue/mess/0..22/nnnnn andinjectedinto thequeue.
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Local to local delivery1

qmail-inject

qmail-queue

qmail-send

qmail-lspawn

qmail-local

Fill in the complete envelope and header:

Original message:

To: fred
Hi.

Store message safely on disk.
Trigger qmail-send.

Look at envelope recipient, fred@heaven.af.mil.
Is heaven.af.mil in locals? Yes.
Deliver locally to fred@heaven.af.mil.

qmail-lspawn ./Mailbox

Is ~fred visible to the qmailp user? Yes.

Look at mailbox name, fred.
Is fred listed in qmail-users? No.

Is fred's uid nonzero? Yes.

Is ~fred owned by fred? Yes.
Give control of the message to fred.
Run qmail-local.

Is there a fred account? Yes.

qmail-local fred ~fred fred '' '' heaven.af.mil \
joe@heaven.af.mil ./Mailbox

    to fred@heaven.af.mil
(envelope) from joe@heaven.af.mil \

From: joe@heaven.af.mil
To: fred@heaven.af.mil

Hi.

Does ~fred/.qmail exist? No.
Write message to ./Mailbox in mbox format.

1Takenfrom thePIC.local2local ‡le distributedwith theqmailsourcecode.
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Local to local extensiondelivery1

qmail-inject

qmail-queue

qmail-send

qmail-lspawn

qmail-local

Is ~fred visible to the qmailp user? Yes.
Is fred's uid nonzero? Yes.

Is ~fred owned by fred? Yes.
Give control of the message to fred.
Run qmail-local.

Is heaven.af.mil in locals? Yes.
Deliver locally to fred-sos@heaven.af.mil.

Fill in the complete envelope and header:

Original message:

To: fred-sos
Hi.

Store message safely on disk.
Trigger qmail-send.

qmail-lspawn ./Mailbox

Look at mailbox name, fred-sos.
Is fred-sos listed in qmail-users? No.
Is there a fred-sos account? No.

qmail-local fred ~fred fred-sos - sos heaven.af.mil \
joe@heaven.af.mil ./Mailbox

    to fred-sos@heaven.af.mil
(envelope) from joe@heaven.af.mil \

From: joe@heaven.af.mil
To: fred-sos@heaven.af.mil

Hi.

Is there a fred account?Yes.

Does ~fred/.qmail-sos exist? Yes. "./Extramail".
Write message to ./Extramail in mbox format.

Look at envelope recipient,
    fred-sos@heaven.af.mil.

1Takenfrom thePIC.local2ext ‡le distributedwith theqmailsourcecode.
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Local to virtual delivery1

qmail-inject

qmail-queue

qmail-send

qmail-local

qmail-lspawn

Is ~fred visible to the qmailp user? Yes.
Is fred's uid nonzero? Yes.

Is ~fred owned by fred? Yes.
Give control of the message to fred.
Run qmail-local.

Fill in the complete envelope and header:

Original message:

To: dude@tommy.gov
Hi.

Store message safely on disk.
Trigger qmail-send.

Look at envelope recipient, dude@tommy.gov.

    to dude@tommy.gov
(envelope) from joe@heaven.af.mil \

From: joe@heaven.af.mil
To: dude@tommy.gov

Hi.

Is tommy.gov in locals? No.
Is dude@tommy.gov in virtualdomains? No.
Is tommy.gov in virtualdomains? Yes:
    "tommy.gov:fred"
Deliver locally to fred-dude@tommy.gov.

qmail-lspawn ./Mailbox

Look at mailbox name, fred-dude.
Is fred-dude listed in qmail-users? No.
Is there a fred-dude account? No.

qmail-local fred ~fred fred-dude - dude tommy.gov \
joe@heaven.af.mil ./Mailbox

Is there a fred account?Yes.

Does ~fred/.qmail-default exist? Yes: "./Mail.tommy".
Does ~fred/.qmail-dude exist? No.

Write message to ./Mail.tommy in mbox format.

1Taken from the PIC.local2virt �le distributed with the qmail source code.
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Local to local aliasdelivery1

qmail-inject

qmail-queue

qmail-send

qmail-lspawn

qmail-local

Fill in the complete envelope and header:

Original message:

To: help
Hi.

Store message safely on disk.
Trigger qmail-send.

Look at envelope recipient, help@heaven.af.mil.

    to help@heaven.af.mil
(envelope) from joe@heaven.af.mil \

From: joe@heaven.af.mil
To: help@heaven.af.mil

Hi.

Is heaven.af.mil in locals? Yes.
Deliver locally to help@heaven.af.mil.

qmail-lspawn ./Mailbox

Look at mailbox name, help.

Is there a help account? No.
Give control of the message to alias.

Is help listed in qmail-users? No.

Run qmail-local.

qmail-local alias ~alias help - help heaven.af.mil \
joe@heaven.af.mil ./Mailbox

Forward message to john.
Does ~alias/.qmail-help exist? Yes: "john".

(delivery is now a local to local delivery)

1Takenfrom thePIC.local2alias ‡le distributedwith theqmailsourcecode.
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Local to remote delivery1

qmail-inject

qmail-queue

qmail-send

qmail-rspawn

qmail-remote

Fill in the complete envelope and header:

Original message:

To: bill@irs.gov
Hi.

Store message safely on disk.
Trigger qmail-send.

Look at envelope recipient, bill@irs.gov.

    to bill@irs.gov
(envelope) from joe@heaven.af.mil \

From: joe@heaven.af.mil
To: bill@irs.gov

Hi.

Is irs.gov in locals? No.
Is bill@irs.gov in virtualdomains? No.
Is irs.gov in virtualdomains? No.
Is .gov in virtualdomains? No.
Deliver remotely to bill@irs.gov.

Run qmail-remote.

Look at host name, irs.gov.
Is irs.gov listed in smtproutes? No.
Look up DNS MX/A for irs.gov and
     connect to it by SMTP.

     MAIL FROM: <joe@heaven.af.mil>
     RCPT TO: <bill@irs.gov>

1Takenfrom thePIC.local2rem ‡le distributedwith theqmailsourcecode.

© 1998,1999,2000,2003PeterSamuel Page52



qmail‰aninternetmail transportagent Presentedto OCLUG2 September2003,25September2003

Null client delivery1

qmail-inject

qmail-queue

qmail-send

qmail-rspawn

qmail-remote

Look up DNS A for bigbang.af.mil and
     connect to it by SMTP.

     MAIL FROM: <joe@heaven.af.mil>
     RCPT TO: <bill@irs.gov>

Fill in the complete envelope and header:

Original message:

To: bill@irs.gov
Hi.

Store message safely on disk.
Trigger qmail-send.

Look at envelope recipient, bill@irs.gov.

    to bill@irs.gov
(envelope) from joe@heaven.af.mil \

From: joe@heaven.af.mil
To: bill@irs.gov

Hi.

Is irs.gov in locals? No.
Is bill@irs.gov in virtualdomains? No.
Is irs.gov in virtualdomains? No.
Is .gov in virtualdomains? No.
Deliver remotely to bill@irs.gov.

Run qmail-remote.

Look at host name, irs.gov.
Is irs.gov listed in smtproutes? Yes:
    "bigbang.af.mil".

1Takenfrom thePIC.nullclient ‡le distributedwith theqmailsourcecode.
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Remoteto local delivery1

qmail-queue

qmail-send

qmail-smtpd

qmail-local

Receive message by SMTP from another host:

Store message safely on disk.
Trigger qmail-send.

Look at envelope recipient, joe@heaven.af.mil.

RCPT TO: <joe@heaven.af.mil>
MAIL FROM: <bill@irs.gov>

Is heaven.af.mil in locals? Yes.
Deliver locally to joe@heaven.af.mil.

Is $RELAYCLIENT set? No.
Is heaven.af.mil in rcpthosts? Yes.
Accept RCPT.

qmail-lspawn qmail-lspawn ./Mailbox

Look at mailbox name, joe.
Is joe listed in qmail-users? No.
Is there a joe account? Yes.
Is joe's uid nonzero? Yes.
Is ~joe visible to the qmailp user? Yes.
Is ~joe owned by joe? Yes.
Give control of the message to joe.
Run qmail-local.

qmail-local joe ~joe joe '' '' heaven.af.mil \
    bill@irs.gov ./Mailbox

Does ~joe/.qmail exist? No.
Write message to ./Mailbox in mbox format.

1Takenfrom thePIC.rem2local ‡le distributedwith theqmailsourcecode.
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Unauthorisedrelaying1

qmail-smtpd Receive message by SMTP from another host:

RCPT TO: <bill@irs.gov>
MAIL FROM: <spammer@aol.com>

Is $RELAYCLIENT set? No.
Is irs.gov in rcpthosts? No.
Reject RCPT.

1Takenfrom thePIC.relaybad file distributedwith theqmailsourcecode.

Page55 © 1998,1999,2000,2003PeterSamuel



Presentedto OCLUG2 September2003,25September2003 qmail‰fast,secure,reliable.Pickany three!

Authorised relaying1

qmail-queue

qmail-send

qmail-smtpd

qmail-rspawn

qmail-remote

Receive message by SMTP from another host:

Store message safely on disk.
Trigger qmail-send.

Look at envelope recipient, bill@irs.gov.

RCPT TO: <bill@irs.gov>
MAIL FROM: <joe@heaven.af.mil>

Is irs.gov in locals? No.
Is bill@irs.gov in virtualdomains? No.

Is $RELAYCLIENT set? Yes.
Accept RCPT.

Run qmail-remote.

Is irs.gov in virtualdomains? No.
Is .gov in virtualdomains? No.
Deliver remotely to bill@irs.gov.

Look at host name, irs.gov.
Is irs.gov listed in smtproutes? No.
Look up DNS MX/A for irs.gov and
    connect to it by SMTP.

    MAIL FROM: <joe@heaven.af.mil>
    RCPT TO: <bill@irs.gov>

1Takenfrom thePIC.relaygood ‡le distributedwith theqmailsourcecode.
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Independentmessageretry schedule

Insteadof repeatedlyretryingeverydeferredmessage,eachmessageis
givenits own independentretryschedule.qmail usesa quadraticretry
schedulefor eachunsuccessfullydeliveredmessage.Older messages
are retried less often. Local messagesare retried more often than
remotemessages.

Local messages:

time in queue= 100 * 2delivery attemptn

delay till next retry = 200 * delivery attemptn + 100

Remotemessages:

time in queue= 400 * 2delivery attemptn

delay till next retry = 800 * delivery attemptn + 400

Deliveryd0 is the‡rstdeliveryattempt.
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Independentmessageretry schedule
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Remotehost retry strategy

If a remote host does not respond to two connectionattempts
(separatedby at least two minuteswith no intervening successful
connections),qmailautomaticallyleavesthehostalonefor anhour.At
theendof thehour it slow-starts,allowing oneconnectionthroughto
seewhetherthehostis up.

The IP addressesof these unresponsive hosts are stored in
/var/qmail/queue/lock/tcpto. The contentsof this binary ‡le can be
examinedusing/var/qmail/bin/qmail‰tcpto. The‡le canberesetusing
/var/qmail/bin/qmail‰tcpok.
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Compiling qmail

‹ download the qmail source distribution from
http://cr .yp.to/qmail.html andunpackthedistribution

‹ Modify thecon‡guration‡lesasrequired:

‰ ./conf‰breakŠ userextensiondelimiter

‰ ./conf‰ccŠ compileroptions

‰ ./conf‰groups Š groupnames

‰ ./conf‰ldŠ linkeroptions

‰ ./conf‰patrn Š .qmailpermissionmask

‰ ./conf‰qmailŠ installationdirectory

‰ ./conf‰spawn Š deliveryconcurrency limit

‰ ./conf‰splitŠ numberof queuesubdirectories

‰ ./conf‰usersŠ usernames
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Compiling qmail

• createtheqmail installationdirectory

mkdir /var/qmail

• Createtheqmailusersandgroups

/etc/passwd
alias:*:29990:29998::/var/qmail/alias:/bin/true

qmaild:*:29991:29998::/var/qmail:/bin/true

qmaill:*:29992:29998::/var/qmail:/bin/true

qmailp:*:29993:29998::/var/qmail:/bin/true

qmailq:*:29994:29997::/var/qmail:/bin/true

qmailr:*:29995:29997::/var/qmail:/bin/true

qmails:*:29996:29997::/var/qmail:/bin/true

/etc/group
qmail:*:29997:

nofiles:*:29998:

• Build andinstall thebinaries

make setup check

Page61 © 1998,1999,2000,2003PeterSamuel



Presentedto OCLUG2 September2003,25September2003 qmail‰fast,secure,reliable.Pickany three!

Recommendedpatches

Don't patchqmail unlessyou really needfunctionality outsidethe
default behaviour.

qmailwill runquitehappilyonthebulk of systemwithoutany patches
at all. However therearea few caseswherepatchingqmail is useful.
Recommendedpatchescanbefoundathttp://www.qmail.org/ aswell
assearchingthearchivesof theqmailmailinglist.

‹ If you wish to use and/or compile qmail on a systemusing
glibc-2.3.x you'll needto patchqmail so that it includeserrno.h
ratherthande‡ningerrno asanexternalinteger.1

‹ qmail doesnot recognize0.0.0.0 asa local IP address,soremote
deliveriesto thisaddresswill loop.

‹ For sitesthat handlevery large numbersof messagesyou may
wish to apply the big‰todoalong with the big‰concurrency
patches.The ‡rst patch allows you to handlemore incoming
messagesby providing a sub-directorystructure to the todo
directory. The secondpatch allows you to sustaina greater
numberof concurrentdeliveries.2

1Otherpackagesfrom DanBernstein,suchasdaemontools,alsorequirethispatch.
2It will not magicallyincreaseyournetwork bandwidth.
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Other patches

Therearemany other third party patchesfor qmail.Almost noneof
them are requiredfor normal1 operation.Searchthe archivesof the
qmailmailinglist for details.

If youneedasimplemechanismto blockMicrosoftexecutablesat the
SMTP level,havea look atRussellNelson'spatchesat

http://www.qmail.org/top.html#microsoft

These patches to qmail‰smtpd reject messagesif they contain
executable Microsoft attachments.They are not meant as a
comprehensive anti-virus scanner, but they do block much of the
infectedtraf‡ccominginto yoursystemvia SMTP.

If you apply thesepatchesandyour userscomplainthat they canno
longersendexecutableand/orzippedattachmentsvia email, remind
themthattherearebettermechanismsfor transferring‡les.

1It all dependsonhow youde‡nenormal.
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Starting qmail

The qmail distribution provides a number of startupexamplesin
/var/qmail/boot/*. Thebasicmechanismis

env - PATH="/var/qmail/bin:$PATH" \

    qmail-start [ aliasempty [ logger arg ... ] ]

The aliasempty argumentis given to qmail‰lspawn. This argument
representsthedefault delivery instructionsfor thosedeliverieswhere
thereis no .qmail ‡le available.It canbea simplembox‡lenamesuch
as./Mailbox or amaildir directorynamesuchas./Maildir/.1

The aliasempty argumentmay alsobe a different delivery program
suchas/bin/mail or procmail for example.

qmail'sactivity recordsaresentthroughtheprogramspeci‡edby the
logger argument‰typically daemontools'multilog.

The start up environmentis eventuallypassedto qmail‰localso you
mayneedto sanitisetheenvironmentbeforestartingqmail.

You may alsowish to placelimits on qmail's resourceusageusing
appropriateulimit(1) settings.

1Thetrailing slashis vital. It signi‡esthatthedeliverydestinationis amaildir dir ectory
ratherthananmbox‡le calledMaildir.
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Recommendedqmail startup scripts

Dave Sill' s excellent "Life with qmail" page ‰
http://www.lifewithqmail.or g/lwq.html ‰detailstherecommended1

way in which to start the variousqmail processes.This resourceis
commonlyreferredto asLWQ.

If you arenot comfortablewith rolling your own startupscripts,this
resourceis highly recommended.

If you ever asktheqmail mailing list for help,bepreparedto justify
why youarenot following theLWQ methods.

1Thescriptsdetailedin LWQ deviatefrom DanBernstein'soriginaldocumentation.The
LWQ methodsarethoserecommendedby thegeneralqmail communityandevenDan
hasdeprecatedsomeof hisoriginalstartupmethods.NotethatLWQ takesadvantageof
softwarereleasedby Dansincethelastreleaseof qmail.
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Migrating fr om sendmail

By default, qmail will deliver to eachuser's homedirectory. If you
wishtopreserveyour /var/spool/mail/user mail boxes,instructqmailto
delivermail usingadifferentMDA:

qmail-start \

    '| preline -f /bin/mail -r \

    "${SENDER:-MAILER-DAEMON}" -d $USER' 2>&1

Examples of different MDA con‡gurations are available in
/var/qmail/boot/*.
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/etc/aliases compatibility

If youdon't wanttomoveawayfrom yourexisting/etc/aliases ‡leyou
canusethefastforward package.

Createahashtableof aliasde‡nitionsby running

/var/qmail/bin/newaliases1

If you have :include references,createhashtablesfor eachof these
include‡lesby running

newinclude /path/to/include/file

Enablethe aliasdatabase(s)by creating~alias/.qmail‰default which
contains

| fastforward -d /etc/aliases.cdb

fastforward will automatically read the contentsof any :include

referencesmadein /etc/aliases providedyou have run thenewinclude
command.

fastforward canalsobe usedto maintainseparatealiasdatabasesfor
eachsupportedvirtual domain.

1 This is the fastforward version of newaliasesand is not to be confusedwith the
traditionalsendmailversion.
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Using fastforward

fastforward canalsobeusedtohandleany numberof aliasesinsteadof
usingindividual .qmail‡les.

Createa‡le to hold thealiasde‡nitions:

all@example.com:

staff@example.com,

managers@example.com,

contractors@example.com;

staff@example.com: peters, syin, charles;

managers@example.com:

jonathan, david, warwick, cindy;

contractors@example.com: gordonr, suresh, charlie, raoul;

Createaconstantdatabase‡le

setforward file.cdb file.tmp < file

Createanappropriateentryin .qmail‰default

| fastforward -p file.cdb

| bouncesaying "Sorry, no such address. (#5.1.1)"
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.forward compatibility

If you don't want to move away from your existing .forward ‡lesyou
canusethedot‰forward package.

Startqmailby specifying.forward compatibility

qmail-start '| dot-forward .forward 1

./Mailbox' 2>&1

If a userhasa .forward ‡le,qmailwill obey theinstructionsin that‡le
andnofurtherdeliverywill takeplace.If the.forward ‡ledoesnotexist,
qmail will deliver to theuser's default mail box ‰speci‡edabove as
./Mailbox or follow instructionsin theuser's .qmail ‡le if it exists.

If you don't wish to provide .forward compatibility to all users,
individual userscan take advantageof dot‰forward by specifying
dot‰forward delivery in theirown .qmail ‡les.

| dot-forward .forward

./Mailbox

1The quotesand the newline hereare vital. The dot‰forward delivery instructionis
separatefrom the./Mailbox delivery instruction.
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Mailing list management

Majordomoversion1.9x needssomemodi‡cationto work with qmail.
Version2.x shouldsupportqmail "out of the box".Version2.x doesn't
have a projectedreleasedateandminor modi‡cationsto version1.9x
arestill beingreleased(1.94.5wasreleasedon18January2000).

RussAllbery hasan excellent FAQ on how to modify majordomo
‰ http://www.eyrie.org/~eagle/faqs/mjqmail.html. It contains
pointersto anumberof patchesandauxiliaryprogramsthatallow you
to continueusingmajordomowith qmail.

Thebasicstepsinvolve

‹ Apply patchesto majordomo

‹ Eliminatemajordomo'swrapperprogram

‹ Create~majordomo/.qmail‰list ‡les

‹ Changemajordomocon‡g ‡les to use list‰owner insteadof
owner‰list
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Mailing list management

Mailman version2.1 will work with qmail. You must rememberto
makeuseof thepreline commandtoensureaUUCPstyleFrom header
is providedfor eachincomingmessage.

| preline /home/mailman/mail/mailman post listname

For moredetails,seethemailmanwebsite

http://www.list.org/
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ezmlm‰a qmail mailing list manager

ezmlmis speci‡callytailoredfor qmail.Featuresinclude:

‹ secureandsimplesubscribe/unsubscribemechanism

‹ automaticmessagearchiving

‹ openor closedlists

‹ smartbouncehandlingusingqmail's VariableEnvelopeReturn
Path (VERP) to reliably determinethe recipient addressand
messagenumberfor every incomingbouncemessage

‹ automaticunsubscriptionafter10daysof bounces

‹ any usercancreateanezmlmlist

‹ customisationsavailablethrough.qmail ‡les
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Creatingan ezmlmlist

To createapeters‰jokeslist

ezmlm-make ~/JOKES ~/.qmail-jokes \

    peters-jokes my.example.com

Subscribe/unsubscriberequestsaresentto

peters‰jokes‰subscribe@my.example.com
peters‰jokes‰unsubscribe@my.example.com

Postingsaresentto

peters‰jokes@my.example.com

List helpis sentto

peters‰jokes‰help@my.example.com

Thelist ownercanbecontactedat

peters‰jokes‰owner@my.example.com

Userssendretrieval requestsfor message12345 to

peters‰jokes‰get.12345@my.example.com
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Customisingan ezmlmlist

Disablemessagearchiving

mv ~/JOKES/archived ~/JOKES/notarchived

Preventpublicsubscription

mv ~/JOKES/public ~/JOKES/notpublic

Forcea Reply-To: list header

echo "Reply-To: peters-jokes@my.example.com" \

    >> ~/JOKES/headeradd

Allow closedusergroupsubscription

touch ~/JOKES/public

andthenedit ~/.qmail‰jokes‰default andinsert

| domaincheck listname domain1 domain2 ...

Domaincheck is an executableof your own design that examines
$SENDER andexits 0 if the sender's domainis in oneof the listed
valid domains.If the senderis not from one of thesedomains,
domaincheck prints an appropriatemessageto stdout which will
appearin the bouncemessage.Domaincheck then exits 100 which
informsqmail thatnofurtherprocessingis to takeplace.
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Customisingan ezmlmlist

Furtherpossiblecustomisationsinclude:

‹ modify ~/JOKES/headerremove to excludespeci‡cheaders

‹ modifying administrative text messages by editing
~/JOKES/text/*

‹ addinglist speci‡cfootermessagesby modifying~/.qmail‰jokes
(all ononeline):

| cat - /home/peters/JOKES/text/footer 1 |

    /usr/bin/ezmlm-send '/home/peters/JOKES'

‹ modifying Subject: headersand adding a footer messageby
modifying~/.qmail‰jokes (all ononeline):

| subject-prefix 2 JOKES |

    cat - /home/peters/JOKES/text/footer |

    /usr/bin/ezmlm-send '/home/peters/JOKES'

‹ justaboutanythingyoucanthink of to doin a .qmail ‡le

1footer is a text ‡le of yourown making
2 subject‰pre‡xis a programof your own designthat modi‡esthe Subject: headerof
themessage

Page75 © 1998,1999,2000,2003PeterSamuel



Presentedto OCLUG2 September2003,25September2003 qmail‰fast,secure,reliable.Pickany three!

ezmlm‰idx

Many of the above customisations to ezmlm (and many
others) are available in the third party packageezmlm‰idx.See
http://www.ezmlm.org/.

ezmlm‰idxis basedonezmlm0.53.It supports:

‹ messagedigests

‹ remotelist administration

‹ subscriberonly posting

‹ list moderation

‹ subjectpre‡xing

‹ speci‡cnon-subscriberposting

‹ webaccessiblemessagearchiving

‹ in-placelist recon‡guration

‹ andmore

‹ justaboutanythingyoucanthink of to doin a .qmail ‡le
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daemontools

Thedaemontoolspackageallowsyouto controlstartup,shutdown and
automatedrestartingof any numberof processes– withoutneedingto
know theirprocessID. Seehttp://cr.yp.to/daemontools.html.

svscan watchesup to 1000 subdirectoriesof a named directory
– typically /service. Each of thesesubdirectories(which may be
symbolic links to other locations)containsa run script that startsa
processin the foreground.svscan startsup a supervise processfor
eachof theserun scripts.If theprocessdies,supervise automatically
restartsit.

If the /service/xyz directory has the sticky bit set,1 and it has a
subdirectorycalled/service/xyz/log,svscan will createapipebetween
theoriginal supervise processandanothersupervise processwhich is
controllingthe log/run script.This allows for controlledlog gathering
usingmultilog (or any otherloggingsystemyoudesire).

multilog automaticallyrotateslogs when they reacha given size or
on receipt of an ALRM signal.The numberand size of the logs
areconfigurable.multilog canalsofilter input lines basedon limited
regularexpressions.

1Thesticky bit is not requiredfor versionsof daemontoolsgreaterthan0.70.
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Usingdaemontools

Createtheservicedirectory/service andstartsvscan from oneof:

‹ /etc/rc.local1

/command/svscanboot &

‹ /etc/inittab

‰ addanentryto /etc/inittab2

sv:2345:respawn:/command/svscanboot

‰ signalinit to re-read/etc/inittab

telinit q

1Usewhateversystemstartupscriptis appropriatefor youroperatingsystem.
2Solarisuserswill needto modify thisentryto read

sv:2345:respawn:/command/svscanboot </dev/null >/var/log/svscan 2>&1
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Using daemontools

Createaqmailstartupscript,1 /var/qmail/supervise/qmail–send/run:

#!/bin/sh

exec env - PATH="/var/qmail/bin:$PATH" \

    qmail-start ./Mailbox 2>&1

Createaqmail log script,/var/qmail/supervise/qmail–send/log/run:

#!/bin/sh

exec setuidgid qmaill multilog t /var/log/qmail

Togglethesticky bit on theservicedirectory:2

chmod +t /var/qmail/supervise/qmail-send

Makeasymboliclink from themasterservicedirectory

ln -s /var/qmail/supervise/qmail-send /service/qmail-send

Within a minute,qmailwill bestartedandall detailswill beloggedin
theautomaticallyrotated‡le /var/log/qmail/current.

1Comprehensivestartupscriptsareavailablefrom theLife with qmail site.
2Not requiredfor versionsof daemontoolsgreaterthan0.70.
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Usingdaemontools

Processescanbestoppedusing

svc -d /service/qmail

Processescanbestartedusing

svc -u /service/qmail

Processescanberestartedusing

svc -dx /service/qmail

Toavoid losingany dataif thereisasupervisedlogprocess,svscanwill
keepthepipeopen,evenwhile thesupervisedprocessis down.
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Using tcpserver

tcpserver is part of Dan Bernstein's ucspi‰tcppackage.It is a
replacementfor inetd and, optionally, tcp_wrappers. It is available
from http://cr .yp.to/ucspi–tcp.html.

tcpserver is the preferred mechanismfor starting qmail network
daemons(andany otherTCP daemonsthatmight normallybestarted
from inetd).

tcpserver [options] host port program [args]

Example:1 Run tcpserver in verbosemode,asuserqmaild,2 asgroup
no‡les,3 allow upto 100simultaneousconnections,allow all interfaces
to listenfor incomingSMTP connections:

tcpserver -v -u 29991 -g 29998 -c 100      \

    0 smtp /var/qmail/bin/qmail-smtpd 2>&1

Thedaemontoolspackagehasa utility calledenvuidgid whichsetsthe
valueof $UID and$GID to theuserandgroupidsof thespeci‡eduser.
tcpserver canbetold to usethesevariableswith the–U option.(This
requiresucspi‰tcpversion0.88andabove).

1Comprehensivestartupscriptsareavailablefrom theLife with qmail site.
2Youmust usetheUID numberratherthananame.
3Youmust usetheGID numberratherthananame.
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Using tcpserver

tcpserver canbecon‡guredto allow or deny accessonanIP basisin a
similar fashionto tcp_wrappers.

Createa rules ‡le, one ‡le for eachserviceunder the control of
tcpserver. /etc/smtp.tcp for example.

149.135.128.:allow,RELAYCLIENT=""

127.:allow,RELAYCLIENT=""

149.135.13.:deny

peters@149.135.13.17:allow,RELAYCLIENT=""

:allow,DATABYTES="1048576"

Createtherulesdatabase

tcprules /etc/smtp.cdb /etc/smtp.tmp < /etc/smtp.tcp

Example: Run tcpserver in verbosemode,asuserqmaild,asgroup
no‡les,allow up to 100simultaneousconnections,allow all interfaces
to listen for incoming SMTP connectionsbased on the rules
in /etc/smtp.cdb.

tcpserver -v -u 29991 -g 29998 \

   -x /etc/smtp.cdb -c 100 0 smtp      \

   /var/qmail/bin/qmail-smtpd 2>&1
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Using inetd insteadof tcpserver1

The useof inetd for qmail (andjust abouteverythingelse)hasbeen
deprecatedby theqmailcommunity.

Oneof inetd's mostannoying "features"is its rate-limitedshutdown.If
inetd determinesthattherateof incomingconnectionsfor a particular
serviceis too high, it will stop servicing that port for 10 minutes.
Given qmail’s paralleldelivery mechanism,even a small systemcan
bombarda remote inetd rapidly. I have actually flatteneda largish
AustralianISP’s inetd from a 14k4modem.They quickly changedto
tcpserver.

If you must use inetd, consider an alternative such as xinetd,
http://www.xinetd.org/, or rlinetd, http://www.rcpt.to/rlinetd/.
Neither of theseprogramssuffer from the rate-limited shutdown
problem.Bothprogramshavea differentconfigurationsyntaxto inetd
and both provide inbuilt IP accesscontrol using the tcp_wrappers
library libwrap, unlike inetd which relieson the tcp_wrappers binary
programtcpd.

If you’re still desperateto use inetd, examplesof /etc/inetd.conf
configurationentriescan be found in the FAQ distributed with the
qmailsource.

1Both inetd andtcpserver maybeusedon thesamesystem,however only oneof them
canserviceaparticularportandIP addresscombinationata time.
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Tips and tr oubleshooting

‹ Did youreadALL themanpagesandtheFAQ?

‹ Did yousearchhttp://www.qmail.org/ ?

‹ Did youexaminetheqmail logs?

‹ If mail isnotbeingdelivered,butaburstof deliveriesisseenevery
timeyoustartqmail‰send,checkyour trigger ‡le.Its permissions
arequitespeci‡c:

prw--w--w- 1 qmails qmail 0 Apr 13 14:26
    /var/qmail/queue/lock/trigger

‹ If mail isnotbeingdeliveredtosomeusers,checkthepermissions
on the user's homedirectories,mailboxes,Maildirs and .qmail
‡les. The qmail log ‡le should mentionpermissionproblems.
Someprogramsmayholda lock onthemailbox‡le,thisprevents
localdelivery.

‹ You can set up multiple qmail‰smtpdprogramsand switch
betweenthem by setting $PATH in your tcprules. (Requires
tcpserver).
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Tips and tr oubleshooting

• If you need to move the qmail queue (or it has been
trashed),use queue‰‡xto repair broken inodes,permissions
etc.http://www.netmeridian.com/e–huss/queue–fix.tar.gz

• Use qmail‰lint to check your qmail control files.
http://www.glasswings.com.au/qmail/qmail–lint–0.55

• Disable IDENTD lookups by running tcpserver with the -R
option.

• Run qmail‰start, tcpserver etc from supervise to ensurethey
autorestartwhennecessary. supervise is partof thedaemontools
package.

• Use‡xcrio1 to ensureCRLF endof line charsareenforced.Start
qmail‰smtpdfrom tcpserver:

tcpserver -v -u 29991 -g 29998 \

    -x /etc/smtp.cdb -c 100             \

    0 smtp sh -c 'fixcrio               \

    | /var/qmail/bin/qmail-smtpd' 2>&1

1‡xcrio is from theucspi–tcppackage
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Tips and tr oubleshooting

‹ Hideyourmachineidentityusingtcprules.

149.135.128.11:allow,RELAYCLIENT="",

    TCPREMOTEHOST="mail.tansu.com.au",

    TCPREMOTEIP="192.168.0.1"

:allow

This will affect the Received: headerused by qmail‰queue,
qmail‰qmqpdandqmail‰qmtpd.

‹ Broken‡le permissionsin /var/qmail canberestoredby running
make setup check from thesourcedirectory.
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Performance tuning tips

• Avoid syslogd. On some operating systems it can inhibit
performancewith its use of the sync(2) or fsync(3) calls.
Use multilog from Dan’s daemontools package instead.
http://cr.yp.to/daemontools.html

• Place/var/qmail in its own file system.If possible,placeit on
a separatedisk and/or controller and take full advantageof
availableRAID styletoolsto improveI/O performance.

• Postfix comes with some good performanceloading tools,
smtp‰sourceand smtp‰sink.You can usetheseto test SMTP
daemonsandMTA systemsundervariousloadconditions.

• Runqmailonmultiplemachines,eachwith thesameMX value.

• Runmultiple instancesof qmail on thesamemachine.Eachhas
its own /var/qmail directory:/var/qmail, /var/qmail2, etc.Modify
conf‰qmailandrecompilefor eachinstanceyouwish to support.

• Incoming SMTP messagescan be directed to a random
qmail‰smtpdprocessusing a simple wrapperprogramof your
own designcalledfrom tcpserver.
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Performancetuning tips

‹ If you needto supportmany local and/orvirtual domains,store
theextradomainsin themorercpthosts control‡le,andcreatethe
constantdatabase‡le usingqmail‰newmrh.

‹ For systemshandling enormousamounts of mail, increase
the number of queuedirectoriesby editing conf‰splitbefore
compiling.The default valueis 23. Choosea numbersuchthat
eachqueuedirectorycontainsnomorethan1000‡lesatmost.1

‹ Apply the conf‰splitstructureto the todo directory, insteadof
its default ˆat structure,by applying the big‰todopatch.See
http://www.glasswings.com.au/qmail/big‰todo.103.patch.

‹ Allow the value of concurrencyremote to be increased
above 240 by applying the big‰concurrency patch. See
http://www.glasswings.com.au/qmail/big‰concurrency.patch.

1Some‡le systemssuchasreiserfscanhandlelargequeuesizeswith a conf‰splitof 1.
Makesureyoudosomepro‡lingbeforeyoumakesuchachange.

© 1998,1999,2000,2003PeterSamuel Page88



qmail– aninternetmail transportagent Presentedto OCLUG2 September2003,25September2003

Performance analysis1

1Realdatafrom acorporatemail gateway.Gatheredby MRTG afteranalysingqmailand
tcpserver logs.
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Performanceanalysis

‹ The systemhandlesmore SMTP connectionson its external
network interfacethanits internalnetwork interface.

‹ Traf‡c pro‡les seem to follow core businesshours on both
interfaces.

‹ The number of items in the queueremainsaround 50. This
indicatesthatremotesitesareeitherbusyor underpowered.

‹ Justafter 2amyesterday, a largenumberof SMTP connections
arrivedontheinternalinterface.Around3amonthesameday, an
evenlargernumberof SMTP connectionsarrivedontheexternal
interface. This leadto a correspondingincreasein deliveriesat
thesetimes.

‹ The large increasein queuedmessages,and the corresponding
drop in deliveriesat 2PM yesterday, indicatesall the possible
qmail‰remoteprocesseswerebusywith largemessages.A similar
situationaroseat around6:30PMyesterdayandagain at around
3amthismorning.
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Ancillary software

qmail is distributedwith anumberof ancillaryprograms.

qmail‰qstat‰show thenumberof queuedandpre-processedmessages
in thequeue.

qmail‰qread‰shows the senderand recipient detailsand delivery
statusof all pre-processedmessages.

qmail‰pop3d ‰ a POP3 daemon that supports maildir formats.
Requiresa checkpassword program.

sendmail ‰wrapper allowing local MUA programs to be used
unchanged.They can still compose mail and deliver it via
/usr/lib/sendmail -t . Callsqmail‰inject.
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Ancillary software

datemail – similar interfaceto thesendmailwrapper.SetsDate: header
in localtimeinsteadof GMT for thoseMUAsthatdonotsettheheader.
Callsqmail‰inject.

preline – insertsa UUCP style From user headerbeforecalling an
external program.Preline insists on sendingthe entire messageto
stdout. It canbeupsetbydownstreamprograms,suchassomevacation
programs,thatclosestdin beforepreline hasfinishedwith stdout.

forward – forwardsmailmessagesto thespecifiedlist of addresses.List
canbeconstructedonthefly.

And many more.
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Additional software

Dan Bernstein,andothers,have written a numberof otherpackages
that can be used with qmail. Dan's software is available from
http://cr .yp.to/software.html.

qmailanalog ‰analyseslog ‡lesandgeneratesmail statistics.

ezmlm ‰ mailing list manager speci‡cally for qmail. Supports
automaticsubscription,archiving andretrieval of messages.

checkpassword ‰required by qmail‰pop3d.Originally written by
RussellNelson.

fastforward ‰sendmaillikealiasclonefor sitesthatdon't wishtomove
awayfrom /etc/aliases ‡les.

dot‰forward ‰sendmaillike .forward clonefor sitesthatdon't wish to
moveawayfrom .forward ‡les.
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Additional software

serialmail – allows batch processing of mail transport over
slow/intermittentseriallinks.

VmailMgr – A Virtual mail managerdesignedto managemultiple
domainsof mail addressesand mailboxes on a single host. See
http://www.vmailmgr.org/ for moredetails.

qmail–vacation – a vacationpackagedesignedto work with qmail.
Seehttp://www.gormand.com.au/peters/tools/qmail/.

eliminate–dups – eliminates duplicate messagesarriving in your
mailbox.Seehttp://www.gormand.com.au/peters/tools/qmail/.
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Additional software

Thereareahostof otherthird partypackagesavailablefrom theqmail
website‰http://www.qmail.org/.

Extensionsto ezmlm.

Patchesto providemaildir supportfor MUAs.

Alternativecheckpasswordprograms.

Smartstartup/shutdown wrappers.

HTML versionsof themanualpages.

qmailpatchesfor betterSPAM blockingetc.
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qmail books

At presenttherearetwo booksdedicatedto qmail.

"The qmail Handbook"by Dave Sill, publishedby Apressin October
2001.ISBN 1-893115-40-2.This book coverseverythingmentioned
in Dave'sonline"Life with qmail"pagesbut with greaterdetail.It also
coverstopicsnot includedin "Life with qmail". This book hasbeen
verywell receivedontheqmailmailinglist.

"Running Qmail"by RichardBlum, publishedby SAMS in August
2000.ISBN 0-672-31945-4.This book coversmuchthat isn't qmail
speci‡candleansmoretowardsusersof BSDbasedsystems.It hasnot
beenwell receivedontheqmailmailinglist.

Erwin Hoffmann haswritten a book in German.Unfortunatelyhis
publishercancelledtheprojectin April 2003.Erwinnhasmadethetext
availableon-lineat http://www.fehcom.de/qmail/qmailbook.html.

John Levine has been working on a qmail book for O'Reilly &
Associates.It wassupposedtobepublishedin 1999,howeverthatdate
hasslippedsomewhat. Johnstill claimsto beworkingon thebook
solook out for it real soonnow.
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Commercial support

Several organisationsarewilling to provide commercialsupportfor
qmail.For moredetailssee

http://www.qmail.org/top.html#paidsup
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Community support

Therearea numberof webpagesdevotedto qmail.Thebestof these
are

http://www.qmail.org/

http://www.lifewithqmail.or g/lwq.html

Thesesiteshavethebestreputationamongtheqmailcommunity.

Dan Bernstein maintains a mailing list for qmail support at
qmail@list.cr.yp.to.1 Dan hardly ever makes an appearanceon the
list. Thelist is mediumvolumeanddiscussioncanbequiteheatedat
times.If youplanonpostingto thelist makesureyouhavedoneyour
homework ‡rst,otherwiseyou'll beˆamedto death.A goodreference
to ensureyouasksensiblequestionson thelist canbefoundat

http://www.qcc.ca/~charlesc/writings/12‰steps‰to‰qmail‰list‰bliss.html

1SeetheURLography onpage103for subscriptiondetails.
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The future

Zero administration for null clients. ReplaceSMTP with QMQP
for communicationbetweennull clients and central mail host. A
full implementationof QMQP shipswith qmail version1.03.Dan
plansto releasea mini qmail packagewith QMQP supportenabled
by default.

Faster installation. Provide pre-compiled packagesfor popular
operatingsystems.

Split log analysis. Improvementstoqmailanalog.Thenext versionwill
bedesignedto run periodically, keepingcrucialinformationin a table
ondisk.qmailanalog-0.70 hassomeof thesefeaturesnow.

[Speed] Wide-area QMTP support. Use QMTP betweenqmail
hoststo cut down on SMTP latency. Requiresencodingthe QMTP
availability in thehostsMX record.SeeRFCMXPS andRFCQMTP in
theqmaildistribution for moredetails.
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The futur e

[Speed]Asynchronouscompressedjour naling. Reduceqmail'sdisk
I/O by feedingnew mail througha separatejournalingprocessthat
savesmessagesin compressedform;qmail‰sendwill rebuild thequeue
from thecompressedjournalwhenit starts.

[Speed] Local‰hostDNS lookups. A future version of qmail
will supportan alternate,much smallerDNS library that talks to a
nameserver on thesamehost.Work hasalreadybegunon thisproject.
Dan's dnscachepackageis a replacementfor BIND. It is available
from http://cr .yp.to/dnscache.html.

Dynamic subscription agents.Why shouldusershave to dealwith
dozensof different mailing list subscriptionmechanisms?The new
dynasubpackagewill acceptsubscriptionrequestsfrom localusersand
negotiatesubscriptionswith remotemailing lists.It will automatically
setupa localsublistfor eachremotelist, to speeddeliveryandprotect
userprivacy.

Don't askwhenqmail‰2.0will bereleased!Takethezenapproachand
let it happen.
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SourceCode
http://cr.yp.to/qmail.html
ftp://moni.msci.memphis.edu/pub/qmail/

‰qmailRPMS

http://www.qmail.org/
‰moreRPMreferences

Help
http://www.qmail.org/
http://cr.yp.to/qmail/faq.html2

http://www.lifewithqmail.org/lwq.html
http://www.ˆounder.net/qmail/qmail‰howto.html
http://www.CULTe.org/projets/doc/qmail/v0.4/

‰enfrançais

http://www.palomine.net/qmail/relaying.html
http://www.eyrie.org/~eagle/faqs/mjqmail.html

‰qmailwith majordomoFAQ

http://www.ornl.gov/cts/archives/mailing‰lists/qmail/
‰searchable

http://www.egroups.com/list/djb‰qmail?refstop=1
http://msgs.securepoint.com/qmail/

‰searchable

1Someof theselinks and/ortheir contentsmaybeoutof date.
2Startupdetailshavebeendeprecatedin favourof usingtcpserveranddaemontools.
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Other Mailing List Details
http://cr.yp.to/lists.html
qmail‰subscribe@list.cr.yp.to
cdb‰subscribe@list.cr.yp.to
ezmlm‰subscribe@list.cr.yp.to
password‰subscribe@list.cr.yp.to
qmailannounce‰subscribe@list.cr.yp.to
serialmail‰subscribe@list.cr.yp.to

Ancillary software
http://cr.yp.to/software.html
http://cr.yp.to/checkpwd.html
http://cr.yp.to/dot‰forward.html
http://cr.yp.to/ezmlm.html
http://cr.yp.to/fastforward.html
http://cr.yp.to/mess822.html
http://cr.yp.to/qmailanalog.html
http://cr.yp.to/serialmail.html
http://cr.yp.to/ucspi‰tcp.html
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Third Party Ancillary Software
http://www.qmail.org/

‰loadsof references

http://www.ezmlm.org/
‰ezmlmwith loadsof extras

http://www.gormand.com.au/peters/tools/qmail/eliminate‰dups-2.1.tar.gz
http://www.gormand.com.au/peters/tools/qmail/qmail‰vacation‰1.4.tar.gz
http://www.netmeridian.com/e‰huss/queue‰‡x.tar.gz
http://qmail.sericyb.com.au/qmail/qmail‰lint‰0.55
http://qmail.sericyb.com.au/qmail‰qsanity‰0.52
http://www/vmailmgr.org/

‰multiplevirtual domainmanager

http://www.nrg4u.com/
‰qmailwith LDAP support,Big Picturehomepage

http://www.inter7.com/qmailadmin.html
http://untroubled.org/mailfront/

‰alternateSMTP daemon

http://sourceforge.net/projects/qmhandle
http://www.qmail.org/qmLogsort
http://people.ee.ethz.ch/~oetiker/webtools/mrtg/
http://people.ee.ethz.ch/~oetiker/webtools/rrdtool/
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Anti SPAM
http://maps.vix.com/rbl/
http://www.orbs.org/
http://www.obtuse.com/smtpd.html
http://spam.abuse.net/spam/

Other MTAs
http://www.exim.org/

‰version4.20,(August2003)

http://www.post‡x.org/
‰version2.0.14,(August2003)

http://www.sendmail.org/
‰freewareversion
‰version8.12.10,(September2003)

http://www.sendmail.com/
‰commercialversion

ftp://ftp.uu.net/networking/mail/smail/
‰version3.2,(July1996;beta112,February2001)

ftp://ftp.cs.toronto.edu/pub/zmailer/
‰version2.2e10,(March1996)

Patches
http://www.qmail.org/

‰loadsof references

Searchtheqmailmailinglist archives
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WebBasedMail Interfaces1

http://netwinsite.com/webmail/
http://www.horde.org/imp/
http://www.emumail.com/
http://www.endymion.com/
http://www.inter7.com/sqwebmail.html

‰only supportsMaildir/

http://www.land‡eld.com/hypermail/
http://www.lugs.ch/LUGS_Members/norbert.kuemin/wmf.html
http://www.netwinsite.com/
http://www.sendmail.com/products/mailcenter_webmail.shtml

1Thesemayor maynotwork with qmail.
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